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Today’s Discussion Topics

� Big Data

� Smarter Planet

� Security impact

� The implications - Security “New  Normal”
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IBM

Revenue 2011: $107B (+7%). Profit $15.8B +7%)

427’000 employees in 170 countries

M � S  : Software, Services (>80%)

Acquisitions

Smarter Planet, Business Analytics, Cloud computing
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“Big Data” Buzz Word or Revolution?

Memory cheaper than paper

5 EB created every 2 days (Google’ CEO)

Equal to mankind created data till 2003

Machine generated, duplicate, unstructured

Augmented Reality to Duplicated Reality

TB, PB, EB, ZB, YB …

Gold mine …
… and a security risk
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Innovative technology changes everything
Better, Faster, Cheaper
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The Smarter Planet

Our world is getting
Instrumented

Our world is getting

Interconnected

Our world is getting

Intelligent
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The Planet is getting more…

Smart
Supply Chains

Smart
Countries

Smart
Retail

Smart Water
Management

Smart
Weather

Smart
Energy Grids

Smart Oil Field
Technologies

Smart
Regions

Smart
Healthcare

Smart Traffic
Systems

Smart
Cities

Smart
Food Systems

INSTRUMENTED INTERCONNECTED INTELLIGENT

It isn’t just because we can. It is because we must.
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In a typical city, driving around for 
parking in one year generates the 
equivalent of 38 trips around the 
world, burns 180,000 liters of gas, 
emitted 730 tons of carbon dioxide.

Congested roadways cost $160 billion 
real annually in the  form of 4.2 billion 
lost hours and 11billion liters of wasted 
gas.
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A typical carrot has traveled 
2,500 km, a potato 1,900 km, 
a chuck roast 1,000 km…

…grocers and consumers 
throw away $74.4 billion real 
worth of food every year.
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Just think about it …
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What is the risk?

Addressing compliance 
complexity

Adoption of virtualization 
and cloud computing

Addressing the new 
cyber threat landscape

Expectation of 
privacy

Protection of sensors &
actuators in the wild

Protection of sensitive and 
large volumes of data, shared 

globally

ATTACK 
SOPHISTICATION

ENDPOINTSDATA EXPLOSION

COMPLIANCECLOUD PRIVACY
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Motivations and sophistication are rapidly evolving 

Flame
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Techniques, tools, and targets are also increasing 
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2011: Year of the Targeted Attack

Source: IBM X-Force® Research 2011 Trend and Risk Report
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Global coverage brings expertise and detailed security 
awareness 

� 20,000+ devices under contract

� 3,700+ MSS clients worldwide

� 13B+ events managed per day

� 1,000+ security patents

� 133 monitored countries (MSS)

� 20,000+ devices under contract

� 3,700+ MSS clients worldwide

� 13B+ events managed per day

� 1,000+ security patents

� 133 monitored countries (MSS)

World Wide Managed 
Security Services Coverage

Security Operations Centers

Security Research Centers

Security Solution Development Centers

Institute for Advanced Security Branches

IBM Research
14B analyzed Web pages & images

40M spam & phishing attacks

54K documented vulnerabilities

Billions of intrusion attempts daily

Millions of unique malware samples

J
K
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What are we seeing? Key Findings from the 2012 Trend 
Report 
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The attack surface is growing exponentially 

77% of firms feel cyber-attacks harder to detect and 34% low confidence to prevent
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IBM Security Point Of View : shift from point product  to 
integrated enterprise defense

Today Tomorrow

People Manage identities per application
Deploy role-based governance

and privileged user management

Data Deploy access control and encryption Monitor usage and control leakage

Applications Scan for vulnerabilities Build securely from day one

Infrastructure
Block unwanted network access

and viruses
Execute real time advanced threat detection

and forensics

Today Tomorrow

People Manage identities per application
Deploy role-based governance

and privileged user management

Data Deploy access control and encryption Monitor usage and control leakage

Applications Scan for vulnerabilities Build securely from day one

Infrastructure
Block unwanted network access

and viruses
Execute real time advanced threat detection

and forensics
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Reactive Proactive

Security will shift from a point product approach to an integrated enterprise approach, based on key 
foundational elements that allow for active management, real time information, analytical 
correlation, and predictive threat management

Security 

Domains
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Security

Intelligence

Proactive
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Reactive

Organizations use 
predictive and 

automated security 
analytics to drive toward 
security intelligence

Security is layered into 
the IT fabric and 
business operations

Organizations employ 
perimeter protection, 

which regulates 
access and feeds 
manual reporting

Proficient

Proficient

A “New Normal” led by Security Intelligence
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Full Visibility and Actionable Insight for Total Security 
Intelligence

Extensive Data 
Sources

Deep 
Intelligence

Exceptionally Accurate and 
Actionable Insight+ =

Event Correlation

Activity Baselining & Anomaly 
Detection

• Logs

• Flows
• IP Reputation

• Geo Location

• User Activity

• Database Activity

• Application Activity

• Network Activity

Database Activity

Servers & Hosts

User Activity

Vulnerability Info

Configuration Info

Suspected Incidents

Offense Identification

• Credibility

• Severity

• Relevance

Security Devices

Network & Virtual Activity

Application Activity
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Security and Business Intelligence offer insightful parallels

Managed Security Services

Mainframe and 
Server Security - RACF

SOA Security

Network Intrusion Prevention

Database Monitoring

Identity and Access Management

Application Security

Security as a Service

Compliance Management

Security Intelligence

Enterprise Reporting

Performance Management

Business Intelligence Suite

IOD Business Optimization

BI Convergence  with Collaboration 

Text & Social Media Analytics

Simplified Delivery (i.e., Cloud )

Predictive Analytics

Decision Management

BI Convergence  
with Security

IBM Business Intelligence
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IBM Security Intelligence

DASCOM

Time
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Security Intelligence

From

• Log collection and signature based detection

To

• Real Time Monitoring

• Context-aware anomaly detection

• Automated correlation and analytics
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Integration of the IBM Security Framework provide 
incremental security value
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Integrated Intelligence
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Integrated Research
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Integrated Protection
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� Customize protection 
capabilities to block specific 
vulnerabilities using scan 
results

� Converge access management 
with web service gateways

� Link identity information with 
database security

� Stay ahead of the changing 
threat landscape

� Designed to detect the latest 
vulnerabilities, exploits and 
malware

� Add security intelligence to 
non-intelligent systems

� Consolidate and correlate silo-
ed information from hundreds 
of sources

� Designed to detect, notify and 
respond to threats missed by 
other security solutions

� Automate compliance tasks 
and assess risks

Integration: Increase security, collapse silos, and reduce 
complexity
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Security Intelligence delivered through a 
comprehensive framework 
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